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1
Decision/action requested

This contribution proposes to include transport security protection for MSGin5G interfaces in to the living document of security aspects of MSGin5G.
2
References

[1]
S3-213456 " Security aspects of MSGin5G" 
3
Rationale

This document describes normative text for transport security protection for MSGin5G interfaces in the skeleton/living document for MSGin5G security normative work [1]. 
4
Detailed proposal

***
START OF  CHANGE
***

Annex X (normative):
Security aspects of the Message Service for MIoT over the 5G System (MSGin5G)
X.1
General
X.2
Authentication and authorization between MSGin5G client and MSGin5G Server 
X.3
Transport security protection for MSGin5G interfaces
For the data protection over MSGin5G-3 interface between MSGin5G Server and Application Server, the transport security protection on SBI interface shall be reused as specified in clause 13. If the Application Server supports CAPIF capability, the existing interface security protection mechanisms for CAPIF shall be reused. TLS can be used for confidentiality, integrity and replay protection.
For MSGin5G-2 and MSGin5G-4 interfaces, TLS shall be used for transport protection unless network security is provided by other means.
***
END OF CHANGE
***


